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The information in this manual is subject to change without 
notice and does not represent a commitment on the part of 
Western DataCom.  Western DataCom specifically 
disclaims liability for any and all direct, indirec t, special, 
general, incidental, consequential, punitive or exe mplary 
damages including, but not limited to, loss of prof its or 
revenue or anticipated profits or revenue arising o ut of 
the use or inability to use any Western DataCom pro duct, 
even if Western DataCom has been advised of the 
possibility of such damages or they are foreseeable  or for 
claims by any third party.  
 
Notwithstanding the foregoing, in no event shall Western 
DataCom aggregate liability arising under or in connection 
with the Western DataCom product, regardless of the number 
of events, occurrences, or claims giving rise to liability, be in 
excess of the price paid by the purchaser for the Western 
DataCom product. 
 
 
 
 
 
 
 
 
 
 
  Sales Desk 
 
 

 
Phone: 1-440-835-1510 
Hours: 8:00 AM to 6:00 PM EST 
E-mail: sales@western-data.com  

 
 
 
  Mail 
 
 
 

 
Western DataCom 
959-B Bassett Road 
Westlake, OH 44145 
USA 

 
 
  Fax 
 
 

 
 
1-440-835-9146 

 
 
Web 

 
 
www.western-data.com  
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Introducing the 
MobileCom XE 

 
 

The Western DataCom MobileCom XE  cellular 
modem is the next evolution in cellular data 
technology. Utilizing 3G technology, the MobileCom 
XE is designed for use with 1xRTT, 1xEV-DO Rev. 0 
and 1xEV-DO Rev. A networks.  Built to automatically 
detect the optimum available speed, the MobileCom 
XE can operate at rates up to 3.1Mbps (downstream). 

 

Built on Qualcomm technology using a Sierra Wireless 
PCI Express Mini Card the MobileCom XE is a future 
proof design capable of easily adapting to the latest 
technology with the change of a module. An embedded 
Freescale PowerQUICC II processor provides enough 
processing power to accommodate up to EV-DO Rev. 
A bandwidths providing extended product life.  

 

IP communications are maintained via 10/100 Ethernet 
while console communications are used for 
configuration and setup (standard AT command set). In 
addition an integrated GPS receiver provides location 
based tracking services over serial RS-232. Capable of 
providing IP services with a full IP stack, the 
MobileCom XE is a leading edge product designed to 
provide high-speed online connectivity. 
 
       
 
 
The most current documentation can be found at: 
 
http://www.western-
data.com/products/mobilecom_xe.php 
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MobileCom XE Basics  
 
 

Figure 1: The MobileCom XE  
 

 
 
 
 

NOTE: Since the stack is typically pre-configured and pl aced into a 
ComCase  enclosure, users will not normally need to perform  any hardware 
setup procedures.  Please contact Sales at Western DataCom regarding 
additional questions about this product.  
 
  
 
The MobileCom XE communicates with other PC/104-Plus cards in a stack 
configuration inside an enclosure (such as the ComCase series) via its 10/100 
Ethernet interface, which can be seen in Figure 1.  A console interface, also seen 
in the figure, is used to access the command line interface (CLI) of the 
MobileCom XE.  The console port can be accessed on the exterior of a 
ComCase enclosure for configuration purposes. 
 
The radio module can also be seen in Figure 1.  Depending upon network 
preferences/requirements, users can select either a CDMA or GSM1 module for 
high-speed data transfer.  This module can be easily replaced should project 
requirements change. 
 
The MobileCom XE card is powered by pins in the PCI connector, as seen in 
Figure 1.  The card follows the industry standard PC/104-plus form factor.     

                                                 
1  A GSM card designed to operate on the Cingular data network is pending. 
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Using the MobileCom XE  
 

 
 

�  Connecting to the MobileCom XE 
 
 
In a typical ComCase series enclosure, the CLI of the MobileCom XE can be 
accessed via reverse telnet from the Cisco mobile access router (MAR) console 
port.  This can be done with a terminal emulator program such as Windows 
HyperTerminal (Figure 2).  A console cable, provided with the MobileCom XE, is 
required to properly communicate with the console port.  Additionally, the number 
of the correct serial port to use on the router should also be known (this 
procedure is shown on page 7).   
 
 
 
Figure 2:  HyperTerminal Settings  
 

 
 

 
  

  NOTE: In this manual actual command line input and output is shown in bold .     
 

 
HyperTerminal serial port settings can be seen in Figure 2.  The MobileCom XE 
and the Cisco MAR share the same settings: 
 
9600 bps, 8 data bits, no parity, 1 stop bit, no flow control 
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�  Accessing the MobileCom XE 

 
To connect to the MobileCom XE, reverse telnet to the correct interface and 
serial port number with the Cisco IOS command:   

 
Router# telnet <ip address>  <serial port number> 
 

An example is shown below and seen in Figure 3.  The IP address to telnet to is 
a Loopback address configured in the mobile router.  If successful, the telnet 
connection should respond with an “Open” status.  Pressing carriage return once 
more will return the prompt of the MobileCom XE.  
 
An example: 
 
  Router#  telnet 192.168.60.17 2003 
 
At this point, serial communications have been successfully established with the 
MobileCom XE. 
 
 

NOTE: For the purposes of this manual, a basic understanding of Cisco routing and IOS 
commands is assumed. If this is not the case, please refer to either Appendix A, the most current 
Cisco IOS and routing guides, or call Western DataCom  to arrange for Technical Support. 

 
 
Figure 3:  Reverse Telnetting to the MobileCom XE 
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To suspend a telnet session, type Ctrl-Shift-6 , followed by an x.  This will return 
the router prompt.  Issuing exit at this point will permanently close the Telnet 
session. The resulting output can be seen in the following figure.     
 
 
Figure 6: Suspending/Closing Telnet  
  

 
 

 
 
 

	
	
	
	
	
	
	
	
	
	
	
	
	
	



MobileCom XE User Manual 

 
10

	
	

���������	
�	������!	0���	�����1���	������!
	  
	
	

 
� Help command 

     
The ‘?’ is available at any time for viewing available commands. It also can be 
used to see what parameters must be typed next in a command string.  

 
 
�  Example 1: Listing available commands 

 
MobileComXE>> ? 
 
[connect|delete|disconnect|gps|nat|nat+|nat-|ping|save|se t|show|write] 
 
The output above indicates available commands. 
 
 
�  Example 2: Viewing parameters for a command 

 
MobileComXE>> set ? 
 
[dcd|defaults|dtr|ipaddress|routes|verbose] 
 
The output above indicates parameters to the set  command. 

 
 
  
 
 � Abbreviating commands 
 

The CLI of the MobileCom XE has been designed to be as efficient as possible in 
regards to user input.  A user has the ability to enter in just the first two letters of 
each command instead of typing in the entire string. 
 
Instead of show status, a user can enter, for example, sh stat, show st, sh 
status, or any such combination with at least the first two letters of the command 
string. 
 

MobileComXE>> sh stat 
 
Current band: 
Current channel: 375 
SID: 4396  NID: 10  1xRoam: 0 HDRRoam: 0 
Temp: 40  State: 200  Sys Mode: HDR 
Pilot acquired 
Modem has registered 
HDR Revision: 0 
 
OK 
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� Connecting/Disconnecting to the Network 

 
 
Step 1: Issue the Connect command 
 

NOTE: In most configurations, the MobileCom XE will automatically connect to the network upon 
boot-up, and the connect  command will not have to be issued. 

 
The connect command instructs the MobileCom XE to connect to the carrier 
network.  
 

MobileCom XE>> connect 
 
PPP: Using USB 
PPP: client mode 
PPP: Connecting at Full Speed (12 Mbps) to EvDO mod em calling #777 
modem: command = AT 
response = 
response = OK 
modem: good response = OK 
modem: command = AT 
response = 
response = OK 
modem: good response = OK 
modem: command = ATDT#777 
response = 
response = CONNECT 
modem: good response = CONNECT 
LCP is UP for stack ID 1 
IPCP is UP for stack ID 1 ppp1 
Opened PPP connection: stack ID 1 
LCP is OPENED 
IPCP is OPENED 
PPP interface: ppp1 
Local address:  68.30.61.49 
Remote address: 68.28.153.69 
PPP: DNS primary:   68.28.154.11 
PPP: DNS secondary: 68.28.146.11 

 
   
  Step 2: Set the MobileCom XE’s IP address on the LAN side. 
 

This can be done with the set ipaddress  command (see page 18).  An 
additional example is provided below. 

 
MobileComXE>> set ip 192.168.70.51 255.255.255.0 
 
IP Address: 192.168.70.51 
Subnet Mask: 255.255.255.0 
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� How to Disconnect from the Network 
 
The disconnect  command instructs the modem to disconnect from the carrier 
network. 
 

MobileCom XE>> disconnect 
 
LCP is down for stack ID 1 
IPCP is DOWN for stack ID 1 ppp1 
Closed PPP connection on stack ID 1 
modem: command = ATH0 
PPP Stack 1 is deleted. 
 
 
NO CARRIER 
 
 
Hanging up modem... 
 
OK 
 
Resetting modem... 
OK 
 
 
MobileComXE>> 

   
   

You should see a prompt after the disconnect  is complete.  
 

 
 
� Ping command 

 
MobileComXE>> ping < ip address > 
 

  The ping command verifies IP connectivity between two Layer 3 devices. An  
  example is shown below. 
 
 

MobileComXE>> ping 192.168.69.20 
 
 
PING 192.168.69.20 (84=20+8+56 bytes) 
64 bytes from 192.168.69.20: icmp_seq=0. time=0. ms  
64 bytes from 192.168.69.20: icmp_seq=1. time=0. ms  
64 bytes from 192.168.69.20: icmp_seq=2. time=0. ms  
64 bytes from 192.168.69.20: icmp_seq=3. time=0. ms  
----192.168.69.20 PING Statistics---- 
4 packets transmitted, 4 packets received, 0% packe t loss 
round-trip (ms)  min/avg/max = 0/0/0  
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 � Writing Changes into the Non-volatile RAM (NVRAM) 
 

The write  command is used to copy running parameters from the RAM into the 
non-volatile memory (NVRAM).  These running parameters include the IP 
address, active routes, and NAT settings.  This command must be issued if it is 
desired that changes be in effect after a reboot/power-cycle. 
 

 
MobileComXE>> write 
 
Writing to Flash.... complete 
Return Code = 0x0 

  
   
 
  This is the output after a successful write  
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���������������������  SHOW commands ����������������������  

 
 
The MobileCom XE has a variety of show  routines which display various running 
parameters. 
 
 
 
�  Displaying AutoConnect Settings 
 
 The show autoconnect  command will display the current settings of the   

  auctoconnect function.  These settings can be altered with the set autoconnect   
  command.   

 
 

MobileComXE>> show autoconnect  
 
In the RAM 
-------------- 
Auto connect: No 
Number of attempts: 5 
 
In the Flash 
---------------- 
Auto connect: No 
Number of attempts: 5  
 

 
 
� Electronic Serial Number (ESN) display 
 

The show esn  command returns the ESN of the radio module. 
 

MobileComXE>> show esn 
 
0x602BFEE7 
OK 

 
  

  
 
� Command History 
 

The show history  command will return up to 256 previously entered commands. 
 

MobileComXE>> show history  
 
Command History        Command Length 
-----------------------------                       ---------------- 
 show stat                         7 character(s) 
 connect                            4 character(s) 
 show esn                         6 character(s) 
 show version                   6 character(s) 
 show status                     11 character(s) 
 show history                    7 character(s) 
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� List of Running Interfaces 
 

 
The show interface  command will list all currently running interfaces on the 
MobileCom XE.  In the actual output shown below, the names of the three 
interfaces are lo0, motfcc0, and ppp1 .  Along with the interface names, IP 
addresses are shown as well as subnet masks (displayed in hex format).  Lo0 
corresponds to the Loopback address while motfcc0  (Motorola Fast Ethernet 
Controller) is the MobileCom XE’s Layer 3 Ethernet interface.  A third interface, 
ppp1 (Point-to-point protocol), can be seen after a connect  command has been 
issued. 
 
 

MobileComXE>> show interface 
 
Interfaces: 
---------------------------------------- 
 
lo0:  flags=48049 mtu 1536 
<UP,LOOPBACK,RUNNING,MULTICAST,INET_UP>  
inet 127.0.0.1 netmask 0xff000000 
 
 
motfcc0:  flags=78043 mtu 1500 
<UP,BROADCAST,RUNNING,MULTICAST,NOTRAILERS,INET_UP>  
inet 192.168.90.18 netmask 0xffffff00 broadcast 192 .168.90.255 
ether 00:09:d3:00:50:32 
 
 
ppp1:  flags=780d1 mtu 1500 
<UP,POINTOPOINT,RUNNING,NOARP,MULTICAST,NOTRAILERS,  
INET_UP> inet 68.29.88.25 --> 68.28.153.69 netmask 0xffffffff 

 
 
 
 

 
� Returning the Serial Number 

 
The show numser  command returns the serial number assigned to the 
MobileCom XE by Western DataCom. 

 
    

MobileComXE>> show numser 
 
Serial number: 5A300051  
 
 

  
 
 � Viewing Active Routes 
 

The show routes  command will provide a listing of all active routes known by the 
MobileCom XE.  This included host routes as well as network routes.  The three 
most important fields in the output shown below are destination , gateway,  and 
interface . The destination refers to the network or node to be reached, while 
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gateway  indicates which interface the packet should travel through to reach the 
destination .    
 

MobileComXE>> show routes 
 
ROUTE NET TABLE 
destination      gateway                  flags          Refcnt  Use    Interface 
-------------------------------------------------------------------------------------- 
0.0.0.0                68.28.153.69         33619971  1       5             ppp1 
192.168.90.0     192.168.90.18        33554689  2       0             motfcc0 
-------------------------------------------------------------------------------------- 
 
ROUTE HOST TABLE 
destination      gateway              flags  Refcnt        Use         Interface 
-------------------------------------------------------------------------------------- 
68.28.153.69     68.30.83.67          33554437  2       0             ppp1 
68.30.83.67       68.28.153.69        36044807  0       0             ppp1 
127.0.0.1           127.0.0.1              35651589  0       0             lo0 

 
 
 

The show routes details subcommand will return a more detailed listing of 
these routes, including sytem information such as Flags, Reference Count, Use, 
Protocol, Type of Service (TOS), and Interface (I/f). These values are mostly 
used for troubleshooting.  The output shown below lists some typical values for 
these fields. 
 

MobileCom XE>> show routes details 
 
Destination/Pfx    Gateway         Flags  RefCnt Us e Proto Tos I/f 
 
0.0.0.0/0              68.28.153.69    2010003  1         0        1   0    ppp1 
68.28.153.69       68.29.88.25      2000005  2         0        2   0    ppp1 
68.29.88.25         68.28.153.69    2260007  0         0        2   0    ppp1 
127.0.0.1             127.0.0.1          2200005  0         8        2   0    lo0 
192.168.69.0/24  192.168.69.51  2000101  1         0        2   0    motfcc0  

 
    
 
� Viewing Signal Strength 
 

The show signal  command displays the signal strength as reported by the 
MobileCom XE’s internal radio.  If this command is issued before a connect , 
then only Signal Quality Measure (SQM) and Frame Error Rate (FER) are shown 
(see below). The SQM is on a 1-31 scale with 31 being the best possible signal.  
The FER of 99 below indicates that it is not known, which is a typical value when 
the value is extremely low.   
 
If the MobileCom XE is connected to the cell network, then a different output is 
shown, including Type of Service, Received Signal Strength Indicator (RSSI), 
and High Data Rate (HDR) RSSI.. The signal meters will show 5 arrows when 
service is excellent. 
 
 

MobileComXE>> show signal 
 
20, 99 
 
OK 
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  After a connect has been issued, this output is shown: 
 

MobileComXE>> show signal  
Digital CDMA service available in this area.  
Signal Quality: 
RSSI: -93 
Signal Meter: >>>..  
HDR RSSI: -86 
Signal Meter: >>>..  

 
 
 
 
 � Radio Status 
 

The show status command works only when the MobileCom XE is offline.  This 
command returns radio and network information.  Typical output to this command 
is shown below.  The most pertinent parameters include the current band , which 
is usually OFFLINE, PCS CDMA, Cellular CDMA, PCS Sleep, Cellular Sleep, 
HDR PCS, HDR Cellular or GPS.  The temp  field shows the radio temperature in 
degrees C.  Mode indicates the functional service of the MobileCom XE and 
should be in HDR mode at all times.  
 

MobileComXE>> show status 
Current band: PCS CDMA 
Current channel: 350 
SID: 4396  NID: 10  1xRoam: 0 HDRRoam: 0 
Temp: 34  State: 200  Sys Mode: HDR 
Pilot acquired 
Modem has registered 
HDR Revision: 0 
 
OK 

  
 
 
�  Returning MobileCom XE Code Version 

 
   

The show version  command will display the code version, its build date, and 
time currently stored in the unit’s NVRAM. 
 

MobileComXE>> show version 
MobileComXE Firmware: MCXEv0.8 
Date: Feb  8 2007 
Time: 23:51:16 
Western DataCom Co.,Inc. 
Copyright 2006  

                                 
 
 
The subcommand show version details  additionally displays included features 
and revisions. 
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�  Show Database Contents 
 

The show database  command is a troubleshooting command used to confirm 
what routes, IP address, and NAT instructions are stored in the Flash memory, 
RAM and active running database.   
 
The format of the command is as follows: 
 

show database <location> <data type> 
 
  <location> can be nvram , ram, or active . 
  <data type> can be routes , nat , or ipaddress 
 
 
   
 

�  Example 1: Showing Routes in the Flash 
 

MobileComXE>> show database nvram routes 
<Routes in Flash> 
 set routes full 10.100.10.0 255.255.255.0 192.168. 70.10 0 0 

  
Using the keywords nvram  and routes  instructs the MobileCom XE to return any 
routes that are stored in the Flash memory. 
 
 
 
 
 
 
 
    
 
 
�  Example 2: Displaying NAT Data from the Active Database 
 

MobileComXE>> show database active nat 
 
<NAT Database> 
 
[[ NAT Application = Section Start]] 
NAT Single Global Address = enabled 
NAT Dynamic Global Address = enabled 
NAT IP Port Enable = 0, enabled 
NAT IP Port Interface = 0, motfcc0 
NAT IP Port Type = 0, local 
NAT IP Port Enable = 1, enabled 
NAT IP Port Interface = 1, ppp1 
NAT IP Port Type = 1, global 
NAT Filter Non Corporate Addresses = enabled 
NAT Unknown Protocol Filter = disabled 
NAT Printf = enabled 
NAT Printf Initialization = disabled 
NAT Printf = enabled 
NAT Printf Trace = disabled 
NAT Logging Data = disabled 
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NAT Logging = disabled 
NAT Logging Initialization = disabled 
NAT Logging Trace = disabled 
NAT ICMP Default Address = 192.168.90.1 
NAT Static Entries Enabled = enabled 

 
Using the keywords database  and nat  will return all of the NAT commands that 
are currently stored in the Active Database.  These are the NAT instructions that 
are currently up and running in the MobileCom XE’s NAT machine.   
   

 
 
 
 
 
 
�  Show Account Details 

 
  The show account command is used to display account information specific to  

the particular radio module inside the MobileCom XE. This information includes 
the phone number and activation status.  The MobileCom XE must be online to 
run this command. 
 

MobileComXE>> show account 
 
Assigned phone number: 4406232833 
Status: modem is activated. 
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������������������������  SET commands �������������������������  
 

 
The MobileCom XE has a variety of set  commands which are used to configure various running 
and stored parameters. 
 
 �  Authentication Parameters 
 

The MobileCom XE has a variety of authentication configuration options due to 
the variation in network technology (Simple IP, Mobile IP, APN, etc) among 
different cellular service providers.  PAP and CHAP authentication are both 
supported. These commands are listed below. 
 
 set authentication pap   enables PAP and disables CHAP 

set authentication chap   enables CHAP and disables PAP 
set authentication both/all   enables both PAP and CHAP  
set authentication none/off   disables both PAP and CHAP 
set authentication username   [username – up to 31 characters] 
set authentication password   [password – up to 31 characters]  

 
To insert capital letters in a username or password, the accent grave character 
(`) must be used around whichever characters are to be capitalized. 
 
Example: set auth user ISP@CINGULARGPRS.COM  would be 
 stored as isp@cingulargprs.com  but  
set auth user `ISP@CINGULARGPRS.COM`  would 
be stored as ISP@CINGULARGPRS.COM 
 
Authentication parameters must be set before a connect  attempt is made; 
otherwise the connect  will not be successful.  To save the authentication 
settings permanently, perform a write . 
 
To review the authentication settings the show data ram authentication  can be 
issued to view running parameters in RAM.  The show data nvram 
authentication  command will display parameters saved to the Flash after a 
successful write .      

 
 
 
�  Setting the Autoconnect Functionality 
 
  The set autoconnect  command is used to edit the settings of the autoconnect  
  feature which allows for an automatic connection to the cellular network upon  
  successful bootup.  A write  must be issued to save any settings/changes. 
 
   set autoconnect <true|on|enabled> <number of attempts>   
 
   This command tells the MobileCom to assert the autoconnect for the  
   desired number of attempts.  Alternatively, leaving the attempts field  
   blank will set the default number of attempts which is 5. The keywords  
   true, on, and enabled all have the same effect. 
 

MobileComXE>> set autoconnect on 10 
 
Auto connect enabled. 
Total attempts: 10 
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   set autoconnect <false|off|disabled> 
 
   This command will turn off the autoconnect function and allow for manual 
   connections to the network.  The number of attempts remains the same  
   however no attempt to automatically connect will be made.  The   
   keywords false, off, and disabled all have the same effect. 
 

MobileComXE>> set autoconnect false 
 
Auto connect disabled. 
Total attempts field left at: 10 

 
  To view the most current autoconnect settings, use the show autoconnect   
  command. 
 
  
 
 

� Data Carrier Detect Control* 
 

The set dcd command is used to determine the behavior of the Data Carrier 
Detect (DCD) signal to the host (DTE) in response to the presence of a 
connection.  This command must be issued while the MobileCom XE is offline.  
There are three possible settings: 
 
set dcd on  DCD always ON 
set dcd state  DCD reflects state of connection 
set dcd default UNIX-compatible DCD control. DCD is always ON 

except for a short time (~1 s) when the carrier is lost 
(default) 

 
A result code of OK indicates a success, or ERROR if the command fails.  

 
 
 
 
 
� Default Settings Restore* 

 
The set defaults  command instructs the MobileCom XE to reload the factory 
radio settings in the module.  This command must be issued while the 
MobileCom XE is offline.  

 
A result code of OK indicates a success, or ERROR if the command fails.  

 
 
  
 

�  Turning on NAPT or DHCP 
 

The set napt command is used to turn on or turn off the Network Address and 
Port Translation function in the MobileCom XE. The reason a user would turn off 
the NAPT would be if a router were being used behind the modem which would 
independently perform NAPT. In this case, DHCP would automatically be turned 

* This command 
is mostly used 
for trouble 
shooting and 
should not be 
invoked on a 
normal basis.  



MobileCom XE User Manual 

 
22

on by the MobileCom XE so as to assign the router with an IP address with 
WWW connectivity. 
 
 set napt < on|off> 
 
To view the current setting, the show napt  command can be used. 
 
 

  
 
 

�  Antenna Diversity 
 

The modem module in the MobileCom XE is by default set to Diversity mode, 
meaning both a primary and auxiliary antenna are used in tandem to generate 
optimum RSSI. 
 
To verify this setting, enter the commands as indicated in the sample output 
below.  A displayed setting of ‘1’ for CDMA/HDR Diversity indicates that the 
MobileCom XE is currently in Diversity mode. 
 

EV-DO Modem>> AT!OEM=176 
 
OK 
 
 
EV-DO Modem>> AT!DIVERSITY? 
 
CDMA Diversity: 1 
HDR Diversity: 1 
 
OK 

 
 
 
 
 

 
 
 
 
 
� Data Terminal Ready Options* 

 
The set dtr command is used to determine what actions the MobileCom XE 
takes in response to the Data Terminal Ready (DTR) signal.  For this command 
to be effective, DTR must first be turned off for 10 ms.  This command must be 
issued while the MobileCom XE is offline.  There are three possible settings: 
 
 
set dtr ignore  Ignore DTR 
set dtr comstate Enter command state for an on-to-off DTR transition 
   (not yet supported) 
set dtr default Hang up and enter command state for an on-to-off DTR 

transition (default)  
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A result code of OK indicates a success, or ERROR if the command fails.  
 
 
 
  

 
 
 
 
� Setting the IP Address  

 
The set ipaddress  command is used to set the IP address and mask.  This 
command takes effect on the motfcc interface which is the Layer 3 Ethernet port 
used to place the device on an IP network.  This command can be issued at any 
time and the changed IP address will take effect immediately.  To save this into 
NVRAM, the write command must be issued.  The format of the command is as 
follows: 
 
 set < ip address > <mask > 
 
 
An example: 
 

MobileComXE>> set ipaddress 192.168.70.10 255.255.2 55.0 
 
IP Address: 192.168.70.10 
Subnet Mask: 255.255.255.0 
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Appendix A 
 
Mobile Access Router (MAR) Configuration 
 
 
The Cisco Mobile Access Router 3200 series is the device normally interfaced with the 
MobileCom XE.  Some basic knowledge of Cisco IOS is required to set up the router to 
correctly work with the MobileCom XE, and for troubleshooting purposes.  Some useful 
commands are shown below; for more advanced support, please contact Western 
DataCom. 
 
 

�  Setting up the MAR for Telnet 
 
There are three main steps involved in setting up the MAR to interface with the 
MobileCom XE. 
 

Step 1:  Configure the Serial Interface 
 

Router# config t 
Enter configuration commands, one per line. End wit h CNTL^Z. 
Router(config)# interface serial 1/2 
Router(config-if)# physical-layer async 
Router(config-if)# no ip address 
Router(config-if)# encapsulation ppp 
Router(config-if)# dialer in-band 
Router(config-if)# async mode interactive 

 
Step 2:  Configure the Line Settings 
 

Router(config-if)# line 3 
Router(config-line)# exec-timeout 0 5 
Router(config-line)# modem inout 
Router(config-line)# no exec 
Router(config-line)# transport preferred all 
Router(config-line)# transport input all 
Router(config-line)# transport output all 
Router(config-line)# stopbits 1 
Router(config-line)# speed 115200 
Router(config-line)# flowcontrol hardware  
 

Step 3: Create a Loopback Address on the MAR 
 

Router(config)# interface loopback 0 
Router(config-int)# ip address 10.10.1.5 255.255.25 5.255 
Router(config0int)# end 
Router# copy run start 
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�  Obtaining the Ethernet Port Address 

 
To obtain the correct Ethernet address to telnet to, type in the flowing IOS 
command at the router prompt: 
 
 Router# show ip interface brief 
 
This command (shown in Figure 4) will provide a listing of all Ethernet ports set 
up and available on the router.  From this list choose which interface is 
appropriate to Telnet to. 
 
 
 
Figure 4 : Obtaining Ethernet address 
 

 

 
 
 
 
 

NOTE: For the purposes of this manual, a basic understanding of Cisco routing and IOS 
commands is assumed. If this is not the case, please refer to the most current Cisco IOS and 
routing guides, or call Western DataCom to arrange for Technical Support. 
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�  Obtaining the Serial Port Number 
 
To obtain the correct serial port number type in the following IOS command at 
the router prompt: 
 
 Router# show line 
 
This command along with the router output is shown in Figure 5 below.  In the 
example below, the correct number for the serial port is 3 which is labeled as 
type TTY (in your router, the number may differ). 
 
 
 
 
Figure 5:  Obtaining Serial Port number  
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Appendix B 
 
GPS Operation 
 

� Global Positioning Satellite (GPS) Functionality 
 

The MobileCom XE features built-in GPS functionality.  To stream real-time GPS 
coordinates to the screen, enter the command gps 1 . To output real-time GPS 
data to a serial port, enter the command gps 2 .  At any time, enter gps 0  to stop 
the stream (this can be done while GPS data is streaming onto the monitor). 
 

NOTE: GPS cannot  be turned on at the same time as Diagnostic Messaging (DM) , as both use 
the serial port. 

 
     
 

MobileComXE>> gps 
 
GPS Command Guide: 
gps 1: outputs GPS stream to console 
gps 2: outputs GPS stream to serial port 
gps 0: stops GPS stream  

 
 

 Please contact Western DataCom for the appropriate accessory cable    
 required for GPS data output. 
 
 
 
 Figure A: GPS Coordinates being Streamed to Console  
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Appendix C 
 
Network Address Translation 
 

� Displaying Network Address Translation (NAT) Parame ters 
 

The show nat  command returns the running configuration of the built-in NAT 
machine in the MobileCom XE.  Parameters specific to the NAT machine are 
shown in the actual output shown below.  

 
 

MobileComXE>> show nat 
 
WindNet NAT 1.4 
=================== 
Mode: NAPT     Enabled: Yes 
Static translation entries enabled: Yes 
Filter non-corporate addressed packets on global in terface: Yes 
Port/Interface List 
------------------- 
#   Name    Address            Type   Dynamic DefXl at Enabled 
0   motfcc0  192.168.90.18   local   No             No      Yes 
1   ppp1    68.30.83.67       global No             No      Yes 
Global Address: 68.30.83.67 
Global Address Mask: 255.255.255.255 
Global Addresses In Use 
------------------------ 
68.30.83.67     Dynamic 
NAT Translation Lists 
=====================  
Static TCP Server Translation Entries 
------------------------------------- 
Static UDP Server Translation Entries 
------------------------------------- 

 
  
   

The show nat text  is a subcommand that is issued to view the NAT parameters 
which were loaded at run-time.  
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�  NAT Active Database 
 
NOTE: For custom NAT configurations that you may require, please contact Western DataCom 
directly.   
 

The NAT machine on the MobileCom XE performs Network Address and Port 
Translation by default and comes equipped with a standard configuration. In this 
configuration, the PPP address assigned by the carrier network is assigned to be 
the outside address while the address you assign to the LAN side is kept hidden 
to the outside world.  NAT works with the help of the NAT Active Database.  This 
database contains all of the currently active NAT parameters.   
 

 
MobileCom XE>> show database active nat  
 
 
[[ NAT Application = Section Start ]] 
NAT = enabled | disabled 
NAT Single Global Address = enabled | disabled 
NAT Dynamic Global Address = enabled | disabled 
NAT IP Port Enable = enabled | disabled  
NAT IP Port Interface = portNumber , interface   
NAT IP Port Type = portNumber , local | global 
NAT IP Port Enable = portNumber , enabled | disabled 
NAT IP Port Interface = portNumber , interface  
NAT IP Port Type = portNumber , global | local 
NAT Filter Non Corporate Addresses = enabled 
NAT Unknown Protocol Filter = enabled | disabled 
NAT Printf = enabled | disabled 
NAT Printf Initialization = enabled | disabled 
NAT Printf Debug = enabled | disabled 
NAT Printf Trace = enabled | disabled 
NAT Printf Data = enabled | disabled 
NAT Printf Error = enabled | disabled 
NAT Logging = enabled | disabled 
NAT Logging Initialization = enabled | disabled 
NAT Logging Trace = enabled | disabled 
NAT Logging Data = enabled | disabled 
NAT ICMP Default Address = ipAddress  
NAT Static Entries Enabled = enabled | disabled 
NAT Static UDP Global Port = entryNumber ,globalPort  
NAT Static UDP Server Port = entryNumber ,localPort  
NAT Static UDP Server Address = entryNumber ,localAddress  
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Appendix D 
 
MobileCom XE Activation 
 
To activate the MobileCom™ on the Verizon cellular n etwork, follow the steps described 
below.  For Sprint users, click here. 
 
� Obtain Activation Parameters  

 
In order to setup an account you will need the ESN (Electronic Serial Number) of the 
MobileCom. The ESN is visible on the outside of the MobileCom on a white label with 
black text or via modem query using the AT+GSN command from HyperTerminal. 
 
Once you have the ESN you will need to set up an account with Verizon. 
You can visit your local Verizon store or, for a business account, visit: 
https://www22.verizon.com/foryourbusiness/order/new_connect_welcome/welcome.asp 
 
A second option is to call Verizon customer care for phone support. You can find the local 
phone number for your area by visiting: 
http://www22.verizon.com/ForYourBusiness/common/utilities/contactUsPhone.asp 
 
For a residential account, go to: 
https://www22.verizon.com/ForYourHome/NewConnect/OrderWelcome.asp 
 
You can find the local phone number to set up a residential account by going to the 
following site: 
http://www22.verizon.com/foryourhome/ContactUs/Contactus_phone.asp 

 
 
� Activation by AT commands 
 

Follow the procedure described below: 
 
Step 1:   Connect to the modem using the Telnet access explained in Appendix A. 
 
Step 2:   Use the command ATD*22899; (include the semi-colon “;” after the dial string, 
  otherwise you will make a circuit data call). This will start your OTASP (Over-  
  The-Air Service Provisioning) session. 
 
Step 3:  The following messages are displayed. 
 

+ WOT1: “Programming in Progress” 
+ WOTS: “SPL unlocked” 
+ WOTP: “PRL download OK” 
+WOTM: “MDM download OK” 
+WOTC: “Commit successful” 
+WOT2: “Programming Successful” 

 
 
 
 
 
 



MobileCom XE User Manual 

 
31

 
� Activation Test 
 

In order to ensure activation, a data call can be established with the Verizon Network. To 
test use the existing Telnet session to dial the call.  Then type ATD#777 which will initiate 
the call. After entering the command you should receive a CONNECT followed by 
garbage streaming to the screen. This garbage is the PPP negotiation traffic from the 
Verizon network indicating your modem is active and ready for use.   
 
 
Western DataCom Technical Support is available to support you in your activation efforts with the 
various carriers as well as configuration of the Cisco Mobile Access Router. Our office hours are 
Monday through Friday 9:00 AM to 6:00PM EST and we can be reached at: 
 
 
Toll Free: 800-262-3311 
International: 440-835-1510 
support@western-data.com  
http://www.western-data.com  

 
 

 
 
�  Sprint Activation Directions  
 
 After purchasing a cellular account, activating the MobileCom XE on the Sprint network 
 can be easily achieved with a sequence of AT commands entered into the device 
 through Windows HyperTerminal.  These steps are detailed below.  Before 
 beginning, ensure that you are receiving a decent signal strength, as you will be 
 communicating  with the cellular network. 
 
 
 
 Step 1: Query the MobileCom XE for its ESN number.  
 
  This can be done by issuing an AT+GSN.  The ESN will be shown on the  
  screen. 
 
 
 
 Step 2: Setting the Activation Code 
 

Sprint will provide an activation code, also known as a master subsidy lock 
(MSL). This value needs to be given to the MobileCom XE, which will in turn 
unlock the modem to permit setting activation data.  

Set the activation code in a modem register using AT~NAMLCK=<n>  where <n> 
is the subsidy lock. The modem will respond with OK.  If the activation code was 
not set properly, then the activation setting returns the ERROR result. 
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Step 3: Setting the NAM Profile  

 

Sprint requires that certain parameters be set before an activation request is sent 
out.  These parameters include the MDN (Mobile Directory Number) and the MIN 
(Mobile Identification Number). The MDN is the phone number assigned to your 
account.  The MIN is another phone number used for accounting but may differ 
from the MDN. The MIN is sometimes referred to as the MSID (Mobile Station 
ID).     

   

  Issue AT~NAMVAL = <0>, <10-digit MDN>, <10-digit MIN> <e nter> 

 

If the subsidy lock setting made earlier was correct, then this will save the 
settings and respond OK; otherwise the ERROR response is given. 

 

 Issue AT~NAMVAL?0 <enter> 

 

A sample response is shown below: 

 

MDN: 4405039813 

MIN:   4406232833 

SID:   000021 

NID:   00000  

 

Step 4: Save/Reset the MobileCom XE 

 

 If the preceding steps have all returned an OK, proceed to save the current 
 settings and restart the MobileCom XE.  This can be achieved in one step 
 by issuing the following command.  

 
   AT~RESET 
 

The MobileCom parameters are now stored and you are ready to start the  
 “Internet-based Over-the-Air” service (IOTA).. 

 
 

Step 4A: IOTA Service 

 Once the parameters are set start the IOTA service by issuing the following 
 command: 

 

 AT!IOTASTART .  
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The MobileCom will start the provisioning service and output the process to the 
 terminal. 

 

113] Connecting HTTP session 
(proxy=8400441c1f81,username=603C64A5@hcm.sprintpcs .c
om, password=pcs)... 

113] HTTP: Connect request to 68.28.31.129:80 

113] Socket 71 created 

113] Socket 71 connected 

113] HTTP: Connect request succeeded, SID=1 

113] HTTP: Processing GET 
http://hcmci.iota.spcsdns.net:8080/ciip 

113] HTTP GET 
http://hcmci.iota.spcsdns.net:8080/ciip HTTP/1.1 

Proxy-Authorization: Basic 
NjAzQzY0QTVAaGNtLnNwcmludHBjcy5jb206cGNz= 

Host: 68.28.31.129 

Accept: application/vnd.phonecom.mmc-xml, 
multipart/related 

x-wap-profile: 
http://device.sprintpcs.com/SierraWirelessInc/MC572 5/
100.rdf 

Accept-Language: en 

Accept-Charset: utf-8, UTF-8, * 

User-Agent: eIOTA/1.0 MMP/2.0 

Pragma: no-cache 

Connection: Keep-Alive 

 

 

113] Sent 411 bytes to socket 71 

113] HTTP GET request completed, tid=2  

  
  
 
Once the requested operation is complete the MobileCom XE is ready for operation on the Sprint 
Nationwide CDMA network. 
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Step 5: Verifying Mobile IP (MIP) Behavior/Profile 
 
  This step is mainly for troubleshooting and ensures that the modem has correctly 
  performed the previous steps and has generated the applicable MIP profile.  
 
  �  Confirm the “MIP Behavior” setting by issuing: AT$QCMIP. The correct value is  
    2 for the Sprint network. 
 
  �  Ensure “MIP Profile” 0 is currently active and enabled with the commands  
    AT$QCMIPP? to query and AT$QCMIPGETP=0 to retrieve the contents of  
    Profile 0.   
 
   �  After a successful activation procedure, MIP Profile 1 automatically should be  
    created, enabled, and set as the active profile.  To verify this has been done,  
    issue an AT$QCMIPP? and AT$QCMIPGETP=1.  A sample Profile is shown  
    below. 
 
 
 
 

Parameter  Sprint PCS  

Profile  1 Enabled  

NAI user@test.com  

Home Addr  0.0.0.0  

Primary HA 68.28.49.76  

Secondary HA 0.0.0.0  

MN-AAA SPI  1234  

MN-HA SPI  1234  

Rev Tun  1  

MN-AAA SS  Set  

MN-HA SS  Set  

 
   
 
 
 This concludes the Activation instructions for the Sprint cellular network. 
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Western DataCom Technical Support is available to support you in your activation efforts with the 
various carriers as well as configuration of the Cisco Mobile Access Router. Our office hours are 
Monday through Friday 9:00 AM to 6:00PM EST and we can be reached at: 
 
 
Toll Free: 800-262-3311 
International: 440-835-1510 
support@western-data.com  
http://www.western-data.com  
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Appendix E 
 
Connector Pin Definitions 
 
 
The following details the pin out of the 10-pin Tyco (Part Number 111196-4, mating connector 
xxxxxxx) Ethernet interface.  The connector is viewed looking into the connector. 
�
�

 
 
 
 

Callout 
Number Description RJ-45 Wiring 

1 RI/DSR n/c 
6 DCD 2 
2 DTR 3 
7 GND 4 
3 TxD 6 
8 RxD 5 
4 RTS 8 
9 CTS 7 
5 GND n/c 
10 GND n/c 

 
The following details the pin out of the 10-pin Tyco (Part Number 111196-4, mating connector 
xxxxxxx) Serial ‘Console’ interface.  The connector is viewed looking into the connector. 
�
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�

 
 
 
 

Callout 
Number Description RJ-45 Wiring 

1 RI/DSR n/c 
6 DCD 2 
2 DTR 3 
7 GND 4 
3 TxD 6 
8 RxD 5 
4 RTS 8 
9 CTS 7 
5 GND n/c 
10 GND n/c 

 
The following details the pin out of the 3-pin Molex (Part Number 53889, mating connector 
xxxxxxx) GPS Serial interface.  The connector is viewed looking into the top of the connector. 
�
�

 
 
 
 

Callout 
Number Description RJ-45 Wiring 

1 RI/DSR n/c 
2 DCD 2 
3 GND n/c 
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Appendix F 
 
MobileCom Cable Pinouts 
 
The following details the pin out of the 10-pin to 10-pin ribbon cable (WDC Part Number 650-
1010).  This crossover Ethernet cable is used to connect the MobileCom XE to a FESMIC port. 
�
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�
The following details the pin out of the 10-pin to 10-pin ribbon cable (WDC Part Number 650-
1010X).  This crossover Ethernet cable is used to connect the MobileCom XE to the MARC FA0/0 
port. 
�
�

�
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The following details the pin out of the 10-pin to 60-pin ribbon cable (WDC Part Number 650-
MB2MR).  This cable is used to connect the MobileCom XE to a serial port of the SMIC. 
�
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The following details the pin out of the 10-pin to 60-pin ribbon cable (WDC Part Number 650-
MBG2MR).  This cable is used to connect the MobileCom XE GPS Receiver to a serial port of the 
SMIC. 
�
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Appendix G 
 
PC/104 Plus  Connector   
 

 



MobileCom XE User Manual 

 
43

Appendix H 
 
Factory Router Configuration  
 
In order to configure the router to use the MobileCom XE you must have at least IOS version 
12.4-11T (NAT Traversal operation).  The following configuration is a test setup that uses 
Western DataCom’s Home Agent which is publically available for test purposes. 
 
 
version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname MXE_Router 
! 
boot-start-marker 
boot system flash c3250-adventerprisek9-mz.124-11.T.bin 
boot-end-marker 
! 
! 
no aaa new-model 
ip cef 
! 
! 
no ip dhcp use vrf connected 
ip dhcp excluded-address 192.168.10.1 192.168.10.10 
! 
ip dhcp pool TEST 
   network 192.168.10.0 255.255.255.0 
   default-router 192.168.10.1 
   lease infinite 
! 
! 
! 
multilink bundle-name authenticated 
! 
! 
! 
! 
! 
! 
! 
interface Loopback0 
 ip address 192.168.90.1 255.255.255.240 
! 
interface FastEthernet0/0 
 description Connected to 2.4WMIC - Bridge 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial1/0 
 no ip address 
 shutdown 
! 
interface Serial1/1 
 no ip address 
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 shutdown 
! 
interface Serial1/2 
 no ip address 
 shutdown 
! 
interface Serial1/3 
 no ip address 
 shutdown 
 clock rate 2000000 
! 
interface FastEthernet2/0 
! 
interface FastEthernet2/1 
! 
interface FastEthernet2/2 
 description MobileComXE 
 switchport access vlan 2 
! 
interface FastEthernet2/3 
 description Connected to 2.4WMIC - AP 
 shutdown 
! 
interface Vlan1 
 ip address 192.168.10.1 255.255.255.0 
! 
interface Vlan2 
 ip address 192.168.90.17 255.255.255.240 
 ip mobile router-service roam 
 ip mobile router-service collocated registration nat traversal force 
 ip mobile router-service collocated gateway 192.168.90.18 ccoa-only 
 no routing dynamic 
! 
! 
router mobile 
! 
! 
! 
ip http server 
no ip http secure-server 
ip mobile secure home-agent 12.149.106.253 spi 999 key ascii MobileComXE 
ip mobile router 
 address 192.168.90.1 255.255.255.240 
 collocated single-tunnel 
 home-agent 12.149.106.253 
 mobile-network Vlan1 
 mobile-network Loopback0 
 register lifetime 180 
 reverse-tunnel 
! 
access-list 1 permit any 
access-list 101 permit tcp 192.168.10.0 0.0.0.255 any 
no cdp run 
! 
! 
! 
route-map clear-df permit 10 
 match ip address 101 
 set ip df 0 
! 
! 
control-plane 
! 



MobileCom XE User Manual 

 
45

! 
line con 0 
 transport output all 
 stopbits 1 
line aux 0 
 transport output all 
line vty 0 4 
 login 
! 
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Appendix I: DHCP vs. NAT Configuration 
 
The MobileCom XE has two distinct operating modes – DHCP mode and NAT mode.  It is up to 
the user to determine which mode is better suited in the current usage environment.   
 
�  DHCP mode (enabled with the set napt off  command) is intended for environments in which 
there is a router or routing device behind the MobileCom XE which requires a public IP address 
for reaching out to the WWW.  In this case, the MobileCom XE will pass the carrier-assigned 
public IP address back to the device behind it (such as the router).  In the process the MobileCom 
XE will assume an address in the same subnet so as to pass all traffic to the attached device.  In 
DHCP mode, Network Address Translation (NAT) must be performed by the router (or other 
routing device). This is the required mode for Mobile Routing which uses the carrier-assigned 
address as a critical parameter in tunnel formation. DHCP mode is illustrated in figure A below.  
 
Figure A: MobileCom XE in DHCP Mode 
 

 
 
�  NAT mode (enabled with the set napt on  command) is used when there is no special 
requirement for tunnel formation as required in Mobile Routing.  In this mode, NAT is performed 
by the MobileCom XE.  The carrier-assigned public IP address is assigned to the outgoing 
interface of the modem while a private address is assigned to the inside address.  In this situation 
networks can still be attached behind the MobileCom XE via a router but routes for each network 
must be specified in the MobileCom XE with the set routes  command.   
 
 
Figure B: MobileCom XE in NAT Mode 
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Technical Support and Assistance 
 

Western DataCom provides telephone technical support at no cost to the end user for the life of 

its products. All of our products include a 12-month limited warranty from the original purchase 

date. 

  

In the event the support is required of a Western DataCom product please use the following 

contact information: 

 

Technical Support Number: 440-835-1510 or 800-262-3311 (US only)  

Technical Support E-mail: support@western-data.com  

 

Our Technical Support Group can be reached from 9:00AM to 6:00PM Eastern Standard Time. 

They can also be scheduled for assistance during off hours of support. Please contact us to 

schedule off-hour support 

 

Prior to contacting our Technical Support Group please have the following information available: 

·  Product Model  

·  Product Serial Number  

·  Product Purchase Date  

·  Product Firmware Revision  

·  Product Application (how it is being used)  
  

If you are unable to attain this information, our Support Group will still be able to assist you. In 

addition to having the information above please check our list of FAQ's for help in resolving the 

issue.  

  

In the event that Western DataCom cannot resolve your issue over the phone we will be happy to 

schedule on-sight support to resolve the problem (fee based service may apply). Please note that 

out-of-warranty onsite support may incur charges such as airfare, travel expenses, etc. 

 

 

 

 

 


